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Protecting the Privacy of Personal DAl
Informationin Integrated Data Systems:  comectdataovertime

and across sectorsto

Disclosure Avoidance Methods orovide datainsights

that supportleaders

Integrated Data Systems (IDSs) link individual-level o attribute disclosure: inanswering policy
data from multiple agencies, such as schools, juvenile when a sensitive attribute questions, directing
justice agencies, and human services agencies, often of asubject’sidentity resources, and better
with afocus on children. The systems can be used for isrevealed fromadata supportingindividuals.
avariety of purposes, including case management or release

program monitoring and evaluation. By linking data . L _
) ) ) ¢ inferential disclosure: whenreleased data makeit
across public agencies, redundant data collection )
L , o . more likely that the consumer of the datarelease
can be minimized, while the ability to utilize the . . i . }
canidentify ordetermine an attribute of a subject

informationtoimprove programs and services for the ]
inthe data

community is maximized.

. ) The process usedto protect the confidentiality and
While IDSs have numerous benefits, thereis also ) . _ o .
) . ) privacy of personalinformationwithin anintegrated
anincreased possibility of disclosure when data . . ) .
i datasystemis called disclosure avoidance. This
sets are shared and/orintegrated

acrossdifferent sectorsand/
orpublicagencies (Actionable

Intelligence for Social Policy,
n.d.;Nelson & Zanti, 2020).
Disclosure occurs when confi-
dentialinformationabout an
individual, organization, or entity
isrevealedinthe dataset. Inthis
paper, we referto disclosure

as encompassing any of the
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following:

e identity disclosure: when
asubject’sidentity canbe
identifiedinadatarecord
containing confidential
information

\
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document providesinformation ondisclosure
avoidance withinthe context of anIDS, including the
following:

e therisksof identity disclosureinanIDS

e bestpracticestoreduce therisk of identity
disclosure

e considerationsondisclosure-avoidance
strategies during the life cycle of anIDS

e additionalresourcesondisclosure avoidance
andIDSs

Disclosure Avoidance in the IDS
Life Cycle

AnIDS providesvaluable population-levelinforma-
tionthat can make it easier for organizations to work
togethertoimprove social services for theircommu-
nities. Within the power of anIDS comesinherent
privacy risks that should be addressed within the
IDS’slife cycle. The primary goal for parties who are
linking, analyzing, andreporting on data sets should
be to minimize privacyrisks at each stage of the IDS
developmentandreporting process. They should
seek to strike a balance between protecting confi-
dentialinformation about the data’s subjects while
also providing the most utility possible forthe IDS
(Griffiths et al., 2019).

Agencies andinterested parties seeking to develop
an|DS have an obvious legal and ethical obligation
to protect eachindividual’s privacy and to minimize
disclosure. Federal agencies and states areincreas-
inglyincluding stringent privacy and confidentiality
standards to ensure that the possibility of disclosure
islimited. This also means that organizations who
seektolink theirdata must collaborate to ensure that
their strategies forintegration meets theirrespec-
tive privacy and confidentiality standards (National
Academies of Sciences, Engineering, and Medicine,

Issue 4

2017a). Disclosure avoidance methods are equally
important because everyone deserves to know that
sensitive data collected about them will be kept
confidential. The success of anIDS depends onits
“sociallicense,” whichincludes credibility and public
trust(Finchetal.,2018). If people do not trust public
agencieswith their data, data quality andresponse
rates will decline, making it more difficult toreap the
benefits of integrated data (Hundepooletal., 2010;
Schmutte & Vilhuber, 2020).

To be successful, disclosure avoidance practices
needto beidentified andimplemented throughout
each stage of the IDS. Although the process of imple-
menting anIDS is complex, this paperfocuses onthe
following four distinct stages of IDS implementation:

e datalinkage
o de-identification
e dataaccess

e datareporting

The sections that follow discuss the best practices of
disclosure avoidanceineach stage.

Data Linkages Across Sectors

Public agencies seeking tolink their data must make
decisions about how data will be linked and matched
across data sets. A strong data governance structure
supports multiagency efforts to identify the avail-
ability and sources of the data, make decisions about
the dataintheIDS, and minimize identity disclosure
during the data-linking process. Many public agen-
ciesrelyondirectidentifiersforsubjectsintheir
systems to maskidentifyinginformation. However,
some unique identifiers (e.g., social security numbers)
may still be considered personally identifiable infor-
mationand need additional protections to avoid
potential disclosure, particularly as data are linked
across sourcesinanIDS. Agencies should begin the
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data-linkage process by considering the following
guestions about the prospective datato be linked
fromtheirrespective agencies:

¢ Whydothese dataneedtobe protected?
(Hundepooletal., 2010)

o Aretherelegal orinstitutional guidelines that
must be followed? (Schmutte & Vilhuber, 2020;
Templetal., 2021)

¢ Whatarethe ethical considerations?
(Schmutte & Vilhuber, 2020)

¢ Whatprivacy concerns doesthe community
have? (Bowenetal.,2021; Finchetal., 2018)

The best practicetoreduce disclosureis a full-sepa-
ration approachinwhich the datalinkage processes
are fully separated from the data analysis processes.
Inthis approach, only those staff who conduct the
datalinkage processes have access to the direct
identifiers (e.g., fullname, date of birth) without the
rest of the data. Those conducting the data analysis
only have access to the de-identified, coded data
(Harronetal., 2017). The directidentifiers are then
stored separately from therest of the dataand only
utilized to link new data orrefresh existing data.

Toreduce the possibility of disclosure, agencies
should consider the following questions before data
arelinked:

o Aredirectidentifiers collected withthe data sets
that will be linked across the public agencies?
(Garfinkel, 2016)

¢ Howwilldirectidentifiersbe separated from
datausedforanalyses?

e« Whatanalyses will the de-identified linked
datasupport?
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De-identification of Linked Data

In general, to avoid sharing data that contain private
information onindividuals, public agencies only
release datathathave beende-identified. Itis
important to note that de-identificationis typically
accomplished and evaluated through software
thatuses complex mathematical techniques.

Most de-identification practicesremove direct
identifiers (e.g.,names, phone numbers, social
security numbers) and replace them with quasi-
identifiers, which mask the directidentifiers and limit
the possibility of disclosure (Polonetsky et al., 2016).

However,when anIDS links data across multiple
sectors, thereisanincreasedrisk of de-identified
databecoming “reidentified.” Thatis, multisector
datalinkages canresultin additional personal
attributes beingrevealed that canbeusedto
identify asubjectin the data set (Garfinkel, 2016).

Noise infusion. To avoid possible disclosure, an alter-
native to the de-identification methodis a method
known as noise infusion. Noise infusioninvolves using
the linked data sets to create anew (sometimes called
“synthetic”) data set that adds “noise” to specific cells
that have a high probability of disclosure (Garfinkel,
2016). Noise infusion caninclude techniques such as
blanking andimputing and record swapping. Blanking
andimputinginvolves removing highly identifying
valuesinadatasetandreplacing themwithrandom
values. Record swapping occurs when attributes are
swapped between subjectsin the data set (National
Academies of Sciences, Engineering, and Medicine,
2017b). Agencies may also consider combining
quasi-identifiers with noise infusion to furtherreduce
therisks of identification.

Once public agencies de-identify the linked data
forfurtheranalyses, they can consider the following
questions:
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e Arethereotherdataelementsthatcanbe
usedtoidentify a subject?

¢ Whataretherisks posedtosubjectsif
identification occurs? (Garfinkel, 2016)

Data Access

Public agencies and other data contributors willneed
to define andimplement procedures fordataaccess.
Frequently, only de-identified data are made avail-
able to qualifiedresearchersunderlegally binding
data-use agreements (Polonetsky et al., 2016). These
agreementslimit whatresearchers can do with the
data. Forinstance, these agreements generally
preventresearchers frombeing able to attempt
identification of subjectsinthe data, furtherlink data
to otherdatasets, orredistribute the data. Other
options formanaging data accessinvolve query
capabilities that are more sophisticated and can

be useful forIDSs thatintend to limit raw, de-iden-
tified datareleases. These optionsinclude allowing
researchers to submit queries through which the
data system provides theresultsrather than allowing
researchers direct access to the linked data.

When considering how to manage dataaccessforan
IDS, the public agencies and othersinvolved should
consider the following questions:
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¢ Whowillhave accesstothedatainthe IDS? How
willaccess be granted, and who will determine
the appropriate access? What agreements are
neededto accessthe data? (Public agencies
should considerhow theirgovernance supports
appropriate access and use of the data.)

o Willaccessbe grantedtotheidentifiable dataand
forwhat purposes? Willaccess only be granted to
the de-identified data? What query capabilities
will the IDS support, if any?

e Arethere mechanismsinplacetoinformthe
agenciesif thereisan attempt toreidentify the
de-identified data set? (Garfinkel, 2016)

Data Reporting

Oncedataarereleased and are actively beingused
byresearchers, public agencies should continue to
implement disclosure avoidance methods. AnIDS can
impose rules onthereporting of the databy the IDS
and/orbyindividuals who canaccess andreport the
dataas|IDS datausers. IftheIDSreleases datareports
to the public, methods such as aggregate data tables
canremove much of the disclosure risk. However,
some riskremains when one ormore subjects have
unique characteristics. This scenario most often
shows upin small sample sizesinwhich data suppres-
sion of both sensitive and nonsensitive datamay be

By thoughtfully considering disclosure avoidance
throughout the development of an IDS, the agencies

that are linking their data can start to develop the most
appropriate disclosure avoidance strategy.
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necessary to ensure disclosure does not occur. Data
governance can also require specific rules around
suppressionfordatausers.Inmost government
agencies, a cell size of 3 orsmallerwarrants suppres-
sion, though some may require any cell size of 10 or
smallerto be suppressed duringreporting.

IDSs should consider the following questionsin
relation to datareporting:

e Arethere minimum cell size requirements forthe
public agencies that provide datato the IDS?

e Whatisthe processforreviewingtheresults of
datareports priorto releasing themto the public?

¢ Whatisthe minimumrisklevel of disclosure that
the agenciesinvolvedintheIDS are willing to
accepttoreap the benefits of the IDS? (Schmutte
& Vilhuber, 2020; Templetal., 2021)

Developing an IDS Disclosure
Avoidance Strategy

There are many methods of disclosure avoidance but
few hard-and-fastrules or guidelines. Forinstance,
thereis no shared definition of whatit meanstobe
“private enough,” and privacy researchers have
increasingly moved away from a binary evaluation of
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disclosure (e.g., “Was anindividual identified ornot?”)
andtoward a cumulative risk of disclosure (Matthews
& Harel, 2011).

By thoughtfully considering disclosure avoidance
throughout the development of anIDS, the agencies
that arelinking theirdata can start to develop the
most appropriate disclosure avoidance strategy.
Regardless of the methods chosen, itisimportant

to be transparent around the disclosure decisions
andrisk assessment process, as transparency
increases trust and allows forreplication of data
analysis and error checking (Hundepooletal., 2010).
One way toincrease transparency is to engage the
community thatis correlated to the data. Itis likely
that the subjectsin the data sets have unique privacy
concerns and opinions about how theirdata are
represented, analyzed, andreleased (Brown et al.,
2021). As Actionable Intelligence for Social Policy
notes, IDSs face several unique hurdles to public trust.
Meaningfulengagement and communication with
interested parties as well as strong privacy protec-
tions willincrease the credibility of the IDS (Finch et
al., 2018). Additionally, Finch et al. (2018) recommend
theinclusion of adiverse set of interested parties
inthe discussions and decisions about disclosure
avoidance, as privacy risks vary across

the community.
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How the Data Integration Support Center Can Help

The Data Integration Suppo'r't Center(DISC)at WestEd
cansupport public agencies’ ongoing privacy efforts.
Some of the forms of technical assistance that canbe
provided by DISC include the following:

e assistinginthe designofan|DS’s architecture to
support privacy at each stage of the IDS life cycle

performing a statistical analysis of multiagency
linked data and recommending best approaches
for performing statistical avoidance measures,
with utility versus privacy in mind
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